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Phenomena observed in many complex systems can be attributed to
their network structure. In this paper we present an analysis of the de-
pendency network of a large software project — Debian Operating System
(GNU/Linux distribution) and show its properties, like power-law degree
distribution, modularity and hierarchical organization.
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1. Introduction

Free operating systems are becoming more and more popular nowadays.
Many computer users choose these systems as an alternative for commercial
systems because of their low price (actually no price), flexibility and reliabil-
ity. In this case free means not only free of charge, but first of all libre. Free
software is written and maintained by communities of open source develop-
ers and based on free licenses like GPL (General Public License). It means
that it can be used, studied and modified without restriction, and it can
be copied and redistributed in modified or unmodified form either without
restriction or with minimal restrictions. Free software powers not only home
computers but also large servers and data centers as well as mobile devices.
In this paper we focus on the Debian Operating System, which is one of the
most popular and influential GNU/Linux distributions [1].
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Such a project is a collection of a large number of software packages. Each
package can contain a compiled program, library, documentation, source
files or other data, such as images and sound files. The distribution defines
relations between these packages — dependencies. Each package has a list of
dependencies — other packages required for its installation. A small portion
of this system — the dependency subgraph of one particular package — is
presented in Fig. 1. The whole distribution can be described as a large
complex network of dependencies between packages. A proper structure of
the dependency graph implies stability of the whole operating system and
its susceptibility to random damages or attacks.
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Fig. 1. Dependency graph for one of the packages from the Debian distribution
(mc — Midnight Commander — a very popular file manager). Each node rep-
resents one package from the distribution. Relations are represented by arrows
pointing from one package to all its dependencies. Top package mc is the root of
this subgraph and the core package libc6 is present with 9 incoming links.

In this paper we study the dependency network of the Debian 6.0 Oper-
ating System. We conduct research on the scaling of the degree distribution.
We analyze the nodes correlations in order to describe the assortativity of
the network. By studying the relation between the degree and the aver-
age degree of nearest neighbors, we find the disassortative mixing, which is
typical for technical networks, as well as biological networks like food-webs.

Apaper on the same matter was published recently by de Sousa et al. [2].
The authors presented interesting results of the research devoted to the sta-
bility and modularity of the Debian Operating System. In our paper we
study this issue further and deliver more results and comments concerning
modularity and node correlations.
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2. The network

In this section we present some basic properties of the dependency net-
work. In our research we used the up-to-date stable release of Debian 6.0
with only the main repository active. Network consists of 28234 nodes and
116783 edges. The fully connected component (giant cluster) contains 25775
vertices and 116644 edges. The edges represent the dependencies between
packages, therefore there are no cycles and no parallel links in the network.

The degree distribution for the giant cluster is depicted in Fig. 2, sepa-
rately for incoming and outcoming links. The maximum indegree is kin =
12364. Package with such a large number of incoming links is labeled
libc6, it is the most important library, since the most used language in
the GNU/Linux ecosystem is C. The distribution follows the power law k−γin
with the γ exponent of 2.
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Fig. 2. Scaling properties of the dependency network. Degree distributions for
incoming (left) and outcoming links (right). Dashed line shows the k−γ slope with
γ = 2 for indegrees, γ = 2 and γ = 5 for outdegrees.

Distribution of outdegrees is more interesting because of the double scal-
ing. For small degrees, under 20, we observe scaling with exponent γ = 2,
the same as for ingoing links. But above that value the situation drastically
changes and the probability obeys k−5

out scaling. There is rather simple ex-
planation of this phenomenon. Outdegree is a number of dependencies of a
packages. The more dependencies a package has, the harder it is to maintain
such a package. The developers and distribution maintainers try to keep the
number of dependencies as low as possible. Sometimes it is better to split
one packages into two or more packages with less dependencies to simplify
the maintenance.

Results presented in this section partially agree with those by de
Sousa et al. [2], however in our calculations we used logarithmic bin sizes
for histograms to obtain degree distributions, instead of constant size bins,
which is a more proper method for scale free systems. With constant binning
it is impossible to describe the double scaling of outdegree phenomenon.
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3. Hierarchical organization

Clustering coefficient of a node indicates how close its nearest neighbors
are to a complete graph (clique). For a directed graph it is defined as
follows [3] (simplified version of the original definition due to unweighted
network)

Ci =
1

ki(ki − 1)

∑
j,k

aijaikajk , (1)

where aij equals 1 if there is a directed edge from i-th to j-th node and 0
otherwise. The clustering coefficient is based on triplets (triangles) aijaikajk
and because the edges represent software dependencies its maximum value
can be 0.5. If there is a link from node i to j and from i to k, there can
be only one directed link between j and k. Otherwise there would be a
cycle, which is forbidden in network of dependencies. The global clustering
coefficient averaged over 15819 nodes with kout ≥ 2 is 〈C〉 = 0.306.

The network of dependencies is not only scale-free, but also modular and
hierarchical. Modularity is a tendency of groups of nodes to cluster with each
other. Modularity is a common property of large software projects as well.
Qt and GTK+ libraries, KDE and GNOME desktop environments, Xorg
graphical system, Open Office suite, Tex Live distribution, just to name the
most popular, all these projects consist of many programs or libraries which
have similar purpose and share their dependencies. For instance, Open Office
is a collection of programs like Writer, Calc, Impress, Draw which are tools
for writing, spreadsheets, presentations and drawing. On the other hand
modules often depend on each other, i.e. GNOME environment is build
with the GTK+ library, which works on top of the Xorg system.

It was shown previously [4] that networks with hierarchical organization
exhibit power-law dependency between the average clustering coefficient and
degree. This property is common for networks without strong geographical
constrains (i.e. where cost of the link is insignificant) and was proven for
few real networks: actors collaboration networks, semantic web, WWW, In-
ternet on the autonomous system level and metabolism networks. We found
similar property in Debian network of dependencies (Fig. 3). Although the
〈C(kout)〉 relation follows the scaling law k−2 as opposed to k−1 in cited re-
sults, it proves the existence of different degrees of modularity in the network.
This result is opposite to random networks, where clustering coefficient is
k-independent.

In hierarchical networks the higher level of hierarchy means lower clus-
tering coefficient, and this kind of organization is observed in Debian de-
pendency network for packages with more than 20 dependencies. But this
relation is not observed for packages with lower kout due to the existence of
a large number of hierarchy-independent modules.
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Fig. 3. The scaling of clustering coefficient C with kout. The dashed line has slope
−2. The C(k) scaling indicates hierarchical organization in the network.

4. Assortativity

Assortativity is a tendency for vertices in networks to be connected to
vertices with certain properties [5]. In particular, in networks with assorta-
tive mixing high-degree nodes tend to connect to other high-degree nodes
(common for social networks). Such a behavior is opposite to disassortative
mixing where high-degree nodes tend to connect only to low-degree nodes
(different sorts of technical networks).

Following this definition and focusing on the average connectivity of near-
est neighbors [6] we can determine how important the dependencies are. In
order to do so, we present the 〈kin〉DEPS(kout) relation, where 〈kin〉DEPS is a
number of ingoing links averaged over all the dependencies of a node with
outgoing degree kout (Fig. 4). Decreasing average reveals the disassortative

Fig. 4. Average indegree of dependencies of each package with its outdegree. Each
point represents one package. Packages depending on the libc6 library are colored
darker than the rest of packages.
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mixing but does not deliver the full information about correlations in this
network. A large number of nodes with high 〈kin〉DEPS is separated from the
rest of nodes. This is a consequence of the existence of a super hub in the
network (libc6 library which is a dependency for almost half of the packages)
and scale-free nature (most nodes have a low degree).

5. Conclusions

Operating system understood as system kernel, basic tools and user ap-
plications, just like in popular GNU/Linux distributions, is a complex sys-
tem with a structure of a scale-free network. This fact gives us not only
the opportunity to describe computer software in the language of complex
networks but also opens a lot of possibilities to study such systems with
methods known from complex networks field. One of the crucial issues is
the stability of operating system and its resistance for random damages as
well as planned attacks.

One of the common problems causing instabilities in GNU/Linux dis-
tributions, including Debian, are mistakes in the dependency graph. These
mistakes, in computer jargon called bugs, often mean missing dependencies,
non-existing dependencies, wrong version of dependencies or dependency
loops (cycles). All these bugs make it impossible to install damaged pack-
age. Though Debian is known for its high quality and stability, we found a
small number of cycles in the dependencies.

Of course, determining the stability of the distribution relying on e.g.
the connectivity analysis is a massive simplification. It would be interesting
to investigate the effect of higher order dependencies (that is dependencies
of dependencies) on the stability.
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