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Abstract. A simple model of information flows represented by package
delivery on networks with hierarchical structures is considered. The
packages should be transferred from one network node to another and
the delivery process is influenced by two types of noise. The first type
of noise is related to a partially false knowledge of network topology
(topological noise), i.e. membership of nodes in communities in a ship-
ping algorithm include a number of errors corresponding to a random
rewiring of a fraction of network links. The second type of noise (dy-
namical noise) is related to a diffusive part in packet dynamics, i.e.
package paths do not follow from completely deterministic rules. In
the case of a pure topological noise and in the case of combination
of both types of noises, we observe a resonance-like phenomenon for
communication efficiency. The system performance measured as a frac-
tion of packages that are delivered in a certain time period or as an
inverse of time of a package delivery is maximal for intermediate levels
of noise. This effect resembles the phenomenon of stochastic resonance
that exists in many complex systems where a noise can enhance the
information transfer.

1 Introduction

The issue of an optimal distribution of information flows transferred between individ-
uals or communities is one of the most challenging problems related to communication
efficiency [1–4]. Here we shall consider the quality of information transfer in a simple
package delivery model on networks with hierarchical structures. This kind of topol-
ogy corresponds to connections observed in many real systems, including metabolic
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networks [5,6], protein interaction networks [7–9], the World Wide Web [10], and
some social networks [11–13].

The meaning of information and information spreading varies considerably in such
fields as mathematics [14], physics [15], biology [16,17], social science, or communica-
tion and computer sciences [18]. When the information is transmitted by a complex
network, the process can be represented as an evolution of a distributed information
field that is related to states of network nodes (and/or links) or as paths of local-
ized packages traveling through the network. In the first case, nodes and links form
systems of coupled threshold devices [16,18–22] or oscillators [23] that make a signal
propagation from a sender to a receiver possible. In the second case, the nodes possess
some binary attributes that can be transmitted from one node to another (see next
paragraphs).

A challenging issue is understanding the role of network topology in the infor-
mation transfer. Different attributes of topology dependence have been considered.
Networks can consist of heterogeneous (routers and peripheral nodes) [24–31] or ho-
mogeneous [16,18–20,22,31–39], nodes. One can also focus on the heterogeneity of
edges representing weighted networks [32,39,40]. Several parameters have been in-
troduced to quantify and to compare the efficiency of information transfer in various
networks [41]. Influence of network parameters on such a performance (e.g. the ques-
tion if the information flow on scale-free network is more efficient than on the regular
lattice) has been studied by several authors [27,31,35,39,42–52].

An important attribute of the information flow models is the dynamics of the
information. One can consider dynamics of binary packets in the specific way the
packets are sent to the next nodes. The rule can be as simple as a random walk
[31,34,36,38,49,53] or more elaborate, like a biased random walk with some local
and/or global navigation rules [25–28,30,32,35,39,45,47,50–52,54–56]. It is also pos-
sible to implement epidemic models like SIR [17,27,33,48,57–59]. Moreover, we can
consider either single particles [26,27,30,35,36,38,47,49] or interacting particles sys-
tems [21,24,28,31,32,34,51,53,56]. The decision of which types of dynamics we should
choose strongly depends on the interpretation of the modeled information.

The other way one can classify models of information flows is to take into account
the aim of the model, i.e. what kind of information transfer property is modeled. One
can measure entropy of the network [45,52,55,60], mutual information [19,20,61],
transmitted information [16,18,21,43], first passage time [53], or congestion in a net-
work [25,30–32,35,36,39,44,46,47,51,56]. There are also models tailored to recon-
struct collected data from real systems [17,29,44,62–64].

In this paper, we consider a simple model of information flows represented by
packages traveling on networks with hierarchical structures. We take into account
two types of noise in the system. The first type corresponds to misinformation about
a community structure and the second type describes a non-deterministic part of sys-
tem dynamics. Numerical simulations show a resonance-like behavior of information
transfer efficiency in the presence of both types of noises in investigated networks.

The paper is organized as follows. In Sect. 2, we introduce the topology of consid-
ered hierarchical networks. In Sect. 3, we describe assumed rules of packet dynamics.
Numerical results are reported in Sect. 4 and conclusions are presented in Sect. 5.

2 Networks topology and topological noise

In this section, we focus on the information flow on networks with hierarchical struc-
tures. What is known from previous studies is that this kind of topology is very
common in real-world systems such as social and biological networks ([5–13]). One
can also find several examples of hierarchical network models in other literature
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Fig. 1. Topology of hierarchical networks. The left picture represents a network with
Poisson-like degree distribution and the right picture represents a tree structure.

(e.g. [35,65]). A common feature of hierarchical networks is a high value of clus-
tering coefficient and its dependency on node degree. Based on this attribute, we can
extract information about the hierarchical community structure.

We consider hierarchical networks with an additional feature that we call topologi-
cal noise. This noise corresponds to the false information that we have in the network
topology and can result, for example, from the process of links rewiring if the data
on this process are not stored in an appropriate vector of membership of nodes in
communities. In such a case, the package that is sent from node i to node j can fail
to be delivered in a time comparable to a network size since its path is traced using
partially error data.

2.1 Network with Poisson degree distribution

We take into account networks with hierarchical structures proposed in [66] (see
Fig. 1) and examined in [34] with respect to efficiency of information transport as
a function of community structure in such a network topology. We divide N = 256
nodes into 16 communities (16 nodes each). A community of 16 nodes forms the first
level of the hierarchical structure. Next, we merge every 4 communities in one group
and define the group as the second level of hierarchy structure. All individual nodes
form the third hierarchical level. In the first hierarchical level, any node possesses z1
connections to neighbors in its community. Similarly, any node possesses z2 and z3
links in the second and third hierarchical level, respectively. We keep z1+z2+z3 = 18,
therefore 〈k〉 = 18. We call type of networks Poisson-like networks since their degree
distributions resemble the Poisson distribution.

We study how the topological noise influences network’s delivery properties. In
our model, we assume that, with probability p a single edge can be randomly rewired,
i.e. we change the link between nodes i and j to a link between i and k. Adjacency
matrix is updated for every p-level, but vector of membership of nodes in communities
is defined for network without noise (p = 0) and we keep it constant during topology
changes. For that reason when we increase p it is more difficult to find receiver of a
packet when we based on its false community belonging. Although the total number
of edges is constant for any level of p, we observed some changes in a node degree
distribution P (k). The most important difference occurs in the first hierarchical level.
As one can expect, at some high level of noise, we loose the hierarchical structure,
and reach random networks with a mean degree of node 〈k〉 ≈ 18.



1338 The European Physical Journal Special Topics

2.2 Network with tree structure

A network with a tree structure can be considered as the simplest hierarchical model
(see Fig. 1). We build our tree in the following way: at the first hierarchical level, we
have a single node. The second level consists of n offspring nodes that branch to the
third level and third level consists of n ·n nodes, etc. It is easy to identify communities
that correspond to groups of nodes having the same ‘mother-node’ (nodes which are
connected to common node in a higher hierarchy level). In our simulations we study
a tree with n = 16 and h = 3 levels of hierarchy, so we have a network with N = 273
nodes. Similarly as in the case of the network 2.1 we perform a random rewiring with
a probability p of all existing links.

2.3 Connected networks

Let us consider two identical networks A and B with N nodes in each of them and
let us consider the influence of topological noise (defined in Sect. 2) on them. When
the noise level is zero, i.e. p = 0, there are no connections between these networks.
When the noise level increases, links between nodes in A and B appear. For p ≈ 1, we
have a network AB with 2N nodes and a topology that is similar to an Erdos-Renyi
random network topology [67].

3 Definition of model dynamics

We investigate the dynamics of packets displacements on networks. The process rep-
resents an information transfer between network nodes. We consider a journey of a
single package from its sender to its receiver in a finite time, T , with a noise level q.
This means that, with a probability q, the dynamics of the packets is similar to a
random walk and with the probability 1 − q, the packet is traveling according to a
deterministic algorithm described below. In every time step, the packet can change
its position no more than once. We consider the packets separately, i.e. we do not
take into account any interactions between packets on a network. The algorithm of
packet dynamics is as follows:

– Firstly, we randomly choose sender and receiver nodes for the packet (they
must be different nodes).

– For consecutive time steps t = 0, ...T , we observe how a packet travels from a
node to a node and we guide it towards its destination node. Let us consider a
packet a in the node i in the time step t.
(i) We check if t < T . If the condition is fulfilled, we continue dynamics, i.e.

we go the the step (ii). Otherwise, the loop is completed and the packet is
considered as undelivered.

(ii) We check if, in the nearest neighborhood of node i, there is a receiver of
packet a. If so, then with the probability 1− q, the packet a is delivered to
its receiver. If not, we go to the step (iii).

(iii) We check if, in the nearest neighborhood of the node i, there is a node that
belongs to the same community as the receiver of the packet a. If so, then
with the probability 1 − q, the packet a is moved to this node. Otherwise,
we go to the step (iv).

(iv) We randomly choose one of the nearest neighbours of the node i and send
the packet a there.

(v) If the packet a finds its destination, the loop is completed. If not, we continue
iterations starting from the step (i).
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Important is that we take into account the membership of nodes in communities
defined from the original network structure, i.e. for the topological noise level p = 0
(when links were NOT rewired). This leads to misinformation (false information)
about a current community structure for p > 0 in packets’ dynamics. Particularly
for the case of p close to 1, the packets can never reach their destination because of
incorrect navigation rules. An interesting phenomenon is the influence of both types
of noise on each other. We discuss these effects in detail in the next Section.

4 Results

We examine the system efficiency for different levels of noise contaminating the net-
work topology and the packets’ dynamics. We assume that the maximal acceptable
time T of packet delivery equals to a network size T = N for a single network and
T = 2N for the case of two connected networks described in Sect. 2.3. For each pair
of parameters p and q, we consider L = 1000 packets and we average our results
over Q = 1000 realizations, i.e. during the journey of L packets we keep our topology
constant and we take into consideration Q network realizations for every p level. As
measures of system efficiency, we take into consideration the following quantities:

– the ratio of delivered packets lp =
Lp
L

, where Lp describes the number of deliv-
ered packets.

– the inverse of packet delivery time averaged over all packets 1
τ

= 1
L

∑
a
1
τa

,
where τa is the number of time steps after the packet a reaches its destination
node. If, after T time steps, the packet a is still undelivered, we take 1

τa
= 0.

One can see representative results of our simulations in Figs. 2–5.
Let us start with a case when there is no false information in the network, i.e.

p = 0 and the packet receives correct information about a network community struc-
ture described in Sect. 2 but the packet travel is randomly perturbed by the dynamical
noise described by the parameter q. When we increase the intensity of the dynami-
cal noise, one can observe a similar decline of information transfer efficiency for all
studied networks, see Fig. 2. As one can expect when the randomness in the system
dynamics is higher, the packets need more time to reach their well defined destination
nodes. As a consequence, we also observe a decrease of ratio of delivered packets lp as
a function of the parameter q. However, it is worth noting that the network topology
with a Poisson-like degree distribution is more efficient for information transfer than a
tree-like structure in this case (compare values at plots presented in upper and lower
rows at Fig. 2).

Now let us consider an opposite case when the dynamical noise is absent (q = 0)
and a packet follows a deterministic dynamics but its destination address can include
incorrect information about a community structure since network links are randomly
rewired due to the presence of topological noise (p > 0). Figure 3 shows that for a
majority of studied systems the fraction of delivered packets lp(p) decreases monoton-
ically with the noise intensity p. A remarkable exception is the behavior of two coupled
Poissonian networks (Fig. 3(B)) where a maximum of lp(p) is for 0 < pc � 1. The
emergence of this maximum can be understood as follows: for the case of two separate
and identical networks, A and B, the maximal value of the total number of delivered
packets can be only L/2 since a receiver and a sender are randomly selected with
equal probability from the set of 2N nodes. It gives the value lp(p = 0) = 0.5. When
we start the links rewiring, cross-links can emerge between A and B networks and as a
result some packets can be delivered between both networks. This effect increases the
ratio lp that reaches its maximum lp(p) ≈ 1 for a small value of noise pc. An increasing
noise level causes however obstacles for a packet delivery inside every network thus
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Fig. 2. Ratio lp(q) of delivered packets and averaged inverse time of packet delivery 1
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(q)
as functions of dynamical noise q in the absence of topological noise (p = 0).
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as functions of topological noise p in the absence of dynamical noise (q = 0).



Advances in Dynamic Temporal Networks 1341

A) N Poisson

 0  0.25  0.5  0.75  1

q

 0

 0.25

 0.5

 0.75

 1
p

 0.3
 0.4
 0.5
 0.6
 0.7
 0.8
 0.9
 1

B) 2N Poisson

 0  0.25  0.5  0.75  1

q

 0

 0.25

 0.5

 0.75

 1

p

 0.3
 0.4
 0.5
 0.6
 0.7
 0.8
 0.9
 1

C) N Tree

 0  0.25  0.5  0.75  1

q

 0

 0.25

 0.5

 0.75

 1

p

 0.15
 0.2
 0.25
 0.3
 0.35
 0.4
 0.45
 0.5

D) 2N Tree

 0  0.25  0.5  0.75  1

q

 0

 0.25

 0.5

 0.75

 1

p

 0.15

 0.2

 0.25

 0.3

 0.35

 0.4

 0.45

Fig. 4. Ratio lp(q, p) of delivered packets as a function both types of noises.

the fraction lp diminishes for p > pc similarly to the case of a single network (see
Fig. 3(A)). It is interesting that the effect of increasing of lp due to cross-links is not
observed in the case of coupled trees (see Fig. 3(D)).

Figure 3 shows also that for some intermediate levels of noise p networks with a
Poisson-like degree distribution are most efficient in packets delivery when transfer
times τ are considered, i.e. 1

τ
has a maximum for 0 < p < 1 which means that the

average time of packets delivery is minimal. The effect is observed for a single network
(Fig. 3(A)) as well as for a pair of networks (Fig. 3(B)) and is probably a result of
an increasing clustering coefficient due to random rewiring.

When we take into account networks with tree-like structures Fig. 3(C), (D) the
system performance is lower in comparison to Poisson-like networks. Similar to pre-
vious cases, we also observed a negative influence of noise on the ratio of delivered
packets lp. What is interesting in Fig. 3(C), (D) one can see a monotonically increas-
ing average inverse of packet delivery time. This means that, even for completely
wrong information about communities of the neighbors, packet can find its desti-
nation. Similarly to the Poisson-like networks it can be caused by an increase of
clustering coefficient as a function of rewiring parameter p.

One can ask how the system transmission performance changes when we take into
consideration two noises at one time? The results are presented at Figs. 4–5. The first
observation is that the combination of very high values of parameters p and q has a
negative influence on the system efficiency since the point (p = 1, q = 1) is never a
maximum of functions lp(p, q) or 1/τ(p, q). The next observation is a clear domination
of red color areas at Figs. 4(A), (B). The areas correspond to these combinations of
noise parameters p, q when the value of the ratio lp(p, q) ∼= 1, i.e. when all or nearly all
of the sent packets reach their destination thus the system transmission performance
is very high. As can be expected, for this reason, in Fig. 5(A), (B) the maximal value
of average inverse of delivery time is high ((1/τ(p, q))max ≈ 0.35), thus, the average
time of packet travel was around 3 time steps.
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Fig. 5. Averaged inverse time 1
τ

(q, p) of packet delivery as a function of both types of noises.

On the other hand at the Fig. 4(C), (D) representing the delivery ratio lp(p, q)
for a pair of Poisson-like networks the red color corresponding to lp(p, q)max ≈ 0.45
is less common. When we look at Fig. 5(C), (D), we notice that, in this case, the
maximal average time of packet delivery is more than 4 times larger than in the cases
of networks presented at 5A, B.

A very striking result is shown in Fig. 4(C), (D), that for a tree and a pair of
coupled tree networks the most efficient packet delivery measured by the ratio lp(p, q)
is for some intermediate levels of two noises. This phenomenon could be never de-
ducted from strictly monotonic functions lp(q), lp(p) presented at Figs. 2(C), (D),
3(C), (D) and is a very interesting manifestation of a specific synergy effect between
two kinds of stochastic influences. The effect corresponds to the well known phenom-
enon of stochastic resonance (SR), see e.g. [68–70,72–79]. SR is a peculiar effect in
which the transmission of a signal by certain nonlinear systems can be improved by
the addition of noisy component. In systems with SR a selected measure of informa-
tion transmission performance shows maximum (or maxima) as a function of noise
intensity. SR can take place under various forms, according to the types considered
for the noise, for the information-carrying signal, for the nonlinear system realiz-
ing the transmission or detection, and for the quantitative measure of performance
receiving improvement from the noise [70]. This paradoxical effect was reported in
bistable and monostable systems [79], including sensory neurons [71,72], optical sys-
tems [73], signal transmission in ion channels [74], electronic circuits [75] or models of
financial crises [76]. SR was also observed in noise-free systems [77,78] when the role
of stochastic component is played by deterministic chaos. For reviews about SR see
e.g. [79].

The last observation from our numerical simulations follows from Fig. 5. For all
studied networks when we increase the dynamical noise level q the traveling packets
need more time to find their destination thus the optimal point for the system perfor-
mance measured by the maximum of the function 1/τ(p, q) is always at the boundary
q = 0.
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5 Conclusions

We studied the efficiency of packet delivery in several models of complex networks.
The system communication efficiencies were quantified by the fraction of delivered
packages lp and the inverse of the delivery time 1/τ . If the systems are free from a
topological noise, corresponding to a random rewiring of some network links, then
both communication efficiency parameters are maximal with the absence of the dy-
namical noise (Fig. 2). On the other hand, if the systems are free from the dynami-
cal noise, the role of topological noise is very ambiguous (Fig. 3): for a hierarchical
Poisson-like network and coupled Poisson-like networks, the mean inverse of deliv-
ery time is maximal for intermediate values of the topological noise. In the case of
coupled Poisson-like networks, this type of noise enhances also the ratio of delivered
packages. The topological noise decreases the delivery time of packages traveling in
tree-networks and for coupled tree-networks since its presence increases the delivery
time and decreases the fraction of delivered packages in such systems. When both
types of noise can mutually interfere, the most striking effect is for a system of trees
(Fig. 4(C), (D)). In such a case, the maximal fraction of delivered packages occurs in
the middle of the noise plane, i.e. for non-zero values of topological and dynamical
noise. In other words, a randomized packet delivery helps to avoid paths received from
the false topological information. In fact a tourist given a wrong hotel address can
faster reach the destination if he tries a random walk strategy instead of permanent
recurrences to a wrong site. This constructive effect of the noise interference can be
identified as the phenomenon of Stochastic Resonance, which is common in several
physical, biological and technical systems where the noise enhances the information
transfer efficiency.
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